CAMBRIDGE HEALTH ALLIANCE (CHA) QUICK GUIDE TO HIPAA IN HUMAN RESEARCH*





:

Contact the CHA IRB office at (617) 806-8702 or at chairboffice@challiance.org for additional information or with related questions.  

* This chart does not address the IRB review requirements for a human research study; see the IRB website for additional information.
Version dated 09/06/17
Exceptions Not Requiring Authorization for the Use and Disclosure of Protected Health Information (PHI)


(Five exceptions to the � HYPERLINK "https://www.hhs.gov/hipaa/for-professionals/privacy/index.html" �HIPAA Privacy Rule� that do not require individual signed authorization.)





De-identification of Data








Waiver of HIPAA Authorization





Research on Decedents








Review preparatory to research





Limited Data Set








De-identified data may be used or disclosed in human research. The � HYPERLINK "https://www.hhs.gov/hipaa/for-professionals/privacy/index.html" �HIPAA Privacy Rule� defines "� HYPERLINK "https://privacyruleandresearch.nih.gov/pr_08.asp" \l "8a" ��de-identification�" as the removal of all of the following 18 identifiers from PHI of an individual patient or of relatives, employers or household members of that person: 


Name;


All geographic subdivisions smaller than a state, that is, street address, city, county, precinct, zip code;


All elements of dates (except year) for dates directly related to an individual, including birth date, admission date, discharge date, date of death; 


All ages over 89 and dates and elements related to ages 


Telephone numbers 


Fax numbers 


Email addresses 


IP address numbers 


URLs 


Social security numbers 


Medical record numbers 


Health plan beneficiary numbers 


Account numbers 


Certificate/license numbers 


Vehicle Identification Numbers (VIN) and serial numbers, including license plate numbers 


Device identifiers and serial numbers 


Full face photographic images and any comparable images 


Biometric identifiers; including finger and voiceprints and any other unique identifying number, characteristic or code.





Note: A BAA is used when CHA contracts with an outside entity to produce a de-identified data set. Contact � HYPERLINK "mailto:chairboffice@challiance.org" �chairboffice@challiance.org� for a BAA template.





Reviews preparatory to research require written assurances from the researcher to CHA's IRB/Privacy Board of the following:


The use or disclosure of the PHI is solely to prepare a research protocol or for similar purposes preparatory to research,


The researcher will not remove any PHI from CHA, and


The PHI for which use or access is sought is necessary for the research purpose.





This might be useful, for example, for previewing available data to determine the feasibility of conducting a study, to assist with the design of a research protocol, and/or to identify potential subjects.





Note: Unless a Business Associate Agreement (BAA) or some other agreement is executed this activity may only be performed by a CHA employee or medical staff member. A BAA is required when someone other than a member of the CHA workforce performs functions or activities on behalf of, or provides certain services to, CHA that involve use or access by the business associate to PHI (e.g., a subcontractor that creates, receives, maintains, or transmits PHI on behalf of another business associate). Contact � HYPERLINK "mailto:chairboffice@challiance.org" �chairboffice@challiance.org� for a BAA template.














If a PI seeks PHI on � HYPERLINK "https://privacyruleandresearch.nih.gov/pr_08.asp" \l "8f" ��decedents�, s/he must provide written


Confirmation of the following to the IRB/Privacy Board:





1. The use or disclosure of the PHI is solely for research of the PHI on the decedent.


2. The PHI sought is necessary for research.


3. Documentation of death will be provided upon request.





To use or access PHI at CHA for research purposes without authorization from an individual study subject/patient the PI must obtain a � HYPERLINK "https://privacyruleandresearch.nih.gov/pr_08.asp" \l "8c" ��waiver of HIPAA authorization� from the IRB/Privacy Board. For a HIPAA waiver to be granted, the PI must affirm all of the following: 





Use or disclosure of PHI involves no more than minimal risk to individuals’ privacy of, based on, at least, the following:


An adequate plan to protect identifiers from improper use and disclosure;


An adequate plan to destroy identifiers at the earliest opportunity consistent with conduct of the research, unless there a health or research justification exists for retaining the identifiers or retention is required by law; and


Adequate written assurances that PHI will not be reused or disclosed to any person or entity, except as required by law, or for other research for which the use or disclosure of PHI would be permitted;





The research could not practicably be conducted without the waiver or alternation; and





The research could not practicably be conducted without access to and use of the PHI. 





The “� HYPERLINK "https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/minimum-necessary-requirement/index.html" ��minimum necessary” standard� applies (i.e., when using, disclosing, or requesting PHI, reasonable efforts will limit PHI to the minimum necessary to accomplish the intended purpose of the use, disclosure or request).





� HYPERLINK "https://privacyruleandresearch.nih.gov/pr_08.asp" \l "8j" ��An accounting� of the records used or accessed must be maintained and reported to the CHA HIPAA Privacy Officer





Note: Unless a BAA or some other agreement is executed this activity may only be performed by a CHA employee or medical staff member. Contact � HYPERLINK "mailto:chairboffice@challiance.org" �chairboffice@challiance.org� for a BAA template.





PHI at CHA may be used or accessed if the PHI is a � HYPERLINK "https://privacyruleandresearch.nih.gov/pr_08.asp" \l "8d" ��"Limited Data Set" and a "Data Use Agreement"� is executed between CHA and the data recipient.





A Limited Data Set is comprised of partially de-identified PHI and may retain the following identifiers only about the individual:


 


Five-digit zip codes


Geo-codes 


Town or city and state 


Dates of birth, dates of death, and dates of admission/discharge/service.





The “� HYPERLINK "https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/minimum-necessary-requirement/index.html" ��minimum necessary” standard� applies (i.e., when using, disclosing, or requesting PHI, reasonable efforts will limit PHI to the minimum necessary to accomplish the intended purpose of the use, disclosure or request).





Note: A Data Use Agreement must be executed; CHA has a sample template for use.








