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	HIPAA Data Use Agreement for a Limited Data Set



Instructions

The Principal Investigator is to complete and sign this agreement if a limited data set is being used or disclosed. Please refer to the HIPAA section on the Convened IRB or Expedited Review application to determine applicability.  
Definition of a Limited Data Set

A limited data set is health information that excludes certain direct identifiers (such as name, telephone number, social security number, etc.), but that may include city, state, ZIP Code, elements of date (e.g., date of admission, discharge, service, birth, death), and other numbers, characteristics, or codes not listed as direct identifiers (e.g., age in years, months, days, or hours). A limited data excludes specified direct identifiers of the individual or of relatives, employers, or household members of the individual.

The covered entity is permitted to disclose this information, as outlined above, subject to obtaining a data use agreement from the researcher receiving the limited data set. A data use agreement specifies permitted uses and disclosures, specifies who may use or receive the data set, restricts further use and disclosure, and restricts re-identification of the data or contact with the individuals. 
Please note: A limited data set may be used or disclosed only for public health, research, or health care operations purposes. 
Rationale for Data Set Use Agreement

A Data Use Agreement (DUA) is the means by which covered entities (e.g., Cambridge Health Alliance) obtain satisfactory assurances that the recipient of the limited data set (e.g., Principal Investigator) will use or disclose the PHI in the data set only for specified purposes. Even if the person requesting a limited data set from a covered entity is an employee or otherwise a member of the covered entity's workforce, a written DUA meeting the Privacy Rule's requirements must be in place between the covered entity and the limited data set recipient.
If the covered entity learns that the researcher has violated this agreement, the entity must take reasonable steps to end or repair the violation and, if such steps are unsuccessful, stop disclosing PHI to the researcher and report the problem to the IRB or CHA Privacy Officer.
Additional information on limited data sets and data use agreements can be found in the booklet, Protecting Personal Health Information in Research: Understanding the HIPAA Privacy Rule.
Please continue to the next page and complete the Data Use Agreement

Limited Data Set Use Agreement


This Data Use Agreement (“Agreement”) is made and entered into as of this ________________ day  
of ____________, 20__ by and between the Cambridge Health Alliance (CHA) (“Covered Entity”) and 
_____________________________ (“Data Recipient”).
1. 
This Agreement sets forth the terms and conditions pursuant to which Covered Entity will Disclose certain Protected Health Information (“PHI”) to the Data Recipient as described below (insert a meaningful description of the data set):

     
2. 
Except as otherwise specified herein, Data Recipient may make Uses and Disclosures of the Limited 
Data Set consistent with the purpose of the research as described in the research application. The title 
of the research project has been provided below:

     
3.
In addition to the Data Recipient, the individuals, or classes of individuals, who are permitted to Use or 
receive the Limited Data Set for purposes of the Research Project, include: 


____________________________


____________________________



____________________________


____________________________


____________________________


____________________________

4. 
Data Recipient agrees to not Use or Disclose the Limited Data Set for any purpose other than the 
Research Project or as Required by Law.

5. 
Data Recipient agrees to use appropriate safeguards to prevent Use or Disclosure of the Limited Data 
Set other than as provided for by this Agreement.
6. 
Data Recipient agrees to report to the Covered Entity any Use or Disclosure of the Limited Data Set not 
provided for by this Agreement, of which it becomes aware, including without limitation, any Disclosure 
of PHI to an unauthorized subcontractor, within ten (10) days of its discovery.

7. 
Data Recipient agrees to ensure that any agent, including a subcontractor, to whom it provides the 
Limited Data Set, agrees to the same restrictions and conditions that apply through this Agreement to 
the Data Recipient with respect to such information.

8. 
Data Recipient agrees not to identify the information contained in the Limited Data Set or contact the 
individual.
9.
Data Recipient will indemnify, defend and hold harmless Covered Entity and any of covered Entity’s 
affiliates, and their respective trustees, officers, directors, employees and agents (“Indemnitees”) from 
and against any claim, cause of action, liability, damage, cost or expense (including without limitation, 
reasonable attorney’s fees and court costs) arising out of or in connection with any unauthorized or 
prohibited Use or Disclosure of the Limited Data Set or any other breach of this Agreement by Data 
Recipient or any subcontractor, agent or person under Data Recipient’s control.


Cambridge Health Alliance*



Principal Investigator




(“Covered Entity”) 




(“Data Recipient”)

________________________________

__________________________________

Signature





Signature


________________________________

__________________________________


Print Name





Print Name



________________________________

__________________________________




Title






Title


*Please leave this section blank.  The IRB office will obtain the appropriate institutional signature.
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